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(57) ABSTRACT 

A signal system 7 (SS7) processing system for use in an SS7 
network includes a primary interface configured to process 
communications according to at least one layer of the SS7 
protocol stack, the primary interface being configured to 
provide checkpoint messages relating to the communica- 
tions and the at least one layer of the SS7 protocol stack, 
each layer of the at least one layer of the SS7 protocol stack 
having a corresponding set of information associated with 
each communication, and a backup interface configured to 
process communications according to the at least one layer 
of the SS7 protocol stack, the backup interface being 
coupled to the primary interface, and configured, to receive 
the checkpoint messages from the primary interface, 
wherein the checkpoint messages contain sufficient infor- 
madon for the backup interface to properly process com- 
munications that are transferred from being processed by the 
primary interface to being processed by the backup interface 
and contain less than all information in each set of infor- 
mation associated with each of the communications corre- 
sponding to the at least one layer of the SS7 protocol stack. 

36 Claims, 6 Drawing Sheets 
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NETWORK INTERFACE REDUNDANCY 

CROSS-REFERENCE TO RELATED ACTIONS 

This application claims the benefit of U.S. Provisional 
Application Serial No. 60/210,817 filed Jun. 9, 2000 and 
entitled "NETWORK INTERFACE REDUNDANCY." 

HELD OF THE INVENTION 

The invention relates to telecommunications and more 
particularly to redundant interfaces for telecommunications 
in the Signaling System 7 network. 

BACKGROUND OF THE INVENTION 

In telecommunications systems, data are transmitted 
between endpoints. Endpoints include, e.g., telephones 
(including cellular phones), voicemail systems, fax 
machines, email addresses, and computers. 

During transit, the data are processed through various 
apparatus according to protocols and/or techniques and/or 
guidelines for switching the data among system compo- 
nents. One such signaling system is called the Signal System 
#7 (SS7). SS7 implements portions of the International 
Organization for Standardization (ISO) Open System Inter- 
connection (OSI) seven layer protocol model. 

Reliability of data transmission is important for telecom- 
munications systems. Users of telecommunications systems 
need the data to be transmitted accurately and quickly (e.g., 
for faxes and telephone conversations). Thus, it is desirable 
to help ensure that failures in the telecommunications sys- 
tems do not result in significant losses of data or time to 
transmit data. 

The Signaling System 7 (SS7) network is a packet-based 
data network used worldwide to support the signaling 
requirements of modem telecommunications networks. The 
SS7 network interconnects various pieces of equipment used 
to provide telecommunications services. Examples of the 
services supported by the SS7 network include call super- 
vision signaling for the support of local, long-distance, and 
international calling, signaling for the support of 
registration, inter-cell handoff, and roaming in wireless 
(cellular) networks, and transaction-based signaling for the 
support of enhanced services such as network voicemail, 
free phone (800-number) calling, caller ID display, pre-paid 
calling cards, and local number portability. 

Hie SS7 network includes a set of equipment nodes 
interconnected by sets of signaling data links. The equip- 
ment nodes can be classified as either signal transfer points 
(STPs) or signaling end poinU (SEPs). The STPs are 
switches or routers that provide for reliable transfer of 
signaling packets, or messages, between the SEPs. The SEPs 
implement the actual telecommunications services described 
above. Typical signaling end points are telephone switching 
systems (e.g. Service Switching Points (SSPs)), mobile 
switching centers (in cellular networks), service nodes (SNs) 
providing enhanced voice services, database systems hold- 
ing subscriber information. Intelligent Peripherals (IPs), and 
Service Control Points (SCPs). 

In order to meet the service availability goals for tele- 
communications equipment/service providers, or in some 
cases to meet regulatory requirements, stringent reliability 
requirements are placed on the SS7 network. Signaling 
nodes must be designed for up to 99.999% availability, 
equating to less than 6 minutes of down time per year. Each 
SEP is typically connected to at least 2 STPs, using groups 
of redundant signaling links that share the traffic load, to 
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guard against the failure of a single signaling link, or even 
an entire SIP, from causing a complete service outage. 

SUMMARY OF THE INVENTION 

5 In general, in an aspect, the invention provides a signaling 
system 7 (SS7) processing system for use in an SS7 network. 
The system includes a primary interface configured to 
process communications according to at least one layer of 
the SS7 protocol stack, the primary interface being config- 

10 ured to provide checkpoint messages relating to the com- 
munications and the at least one layer of the SS7 protocol 
stack, each layer of the at least one layer of the SS7 protocol 
stack having a corresponding set of information associated 
with each communication, and a backup interface config- 

15 ured to process communications according to the at least one 
layer of the SS7 protocol stack, the backup interface being 
coupled to the primary interface, and configured, to receive 
the checkpoint messages from the primary interface, 
wherein the checkpoint messages contain sufficient infor- 

20 mation for the backup interface to properly process com- 
munications that are transferred from being processed by the 
primary interface to being processed by the backup interface 
and contain less than all information in each set of infor- 
mation associated with each of the communications corre- 

25 sponding to the at least one layer of the SS7 protocol stack. 
Implementations of the invention may include one or 
more of the following features. The primary interface and 
the backup interface are each configured to process com- 
munications according to at least two layers of the SS7 

30 protocol stack. The primary interface and the backup inter- 
face are each configured to process communications accord- 
ing to message transfer part 3 (MTP-3), signaling connec- 
tion control part (SCCP), integrated services digital network 
user part/telephone user part (ISUP/TUP), and transaction 

35 capabilities application part (TCAP) layers of the SS7 
protocol stack. The backup interface is configured to initial- 
ize the MTP-3, SCCP, ISUP/TUP, and TCAP layers to 
default conditions. The backup interface is configured to 
request update checkpoint messages from the primary inter- 

40 face to alter the MTP-3, SCCP, ISUP/TUP, and TCAP layers 
of the backup interface from the default conditions. The 
backup interface is configured such that the MTP-3, SCCP, 
ISUP/TUP, and TCAP layers of the backup interface inde- 
pendently request the update checkpoint messages from 

45 corresponding layers of the primary interface. The backup 
interface is configured to request the update checkpoint 
messages in response to the backup interface being restored 
to service. The primary interface is configured to provide the 
update checkpoint messages intermixed with normal- 

50 operation checkpoint messages. 

Implementations of the invention may also include one or 
more of the following features. The checkpoint messages 
contain only information sufficient for the backup interface 
to properly process communications that are transferred 

5S from being processed by the primary interface to being 
processed by the backup interface. The at least one layer 
includes a message transfer part 3 (MTP-3) layer and 
wherein the primary interface is configured to provide a first 
MTP-3 checkpoint message portion, of a checkpoint 

60 message, consisting of a link number and a new link state 
associated with a signaling link over which the associated 
communication is transferred io response to the signaling 
link changing states, and wherein the primary interface is 
configured to provide a second MTP-3 checkpoint message 

65 portion, of a checkpoint message, consisting of an address of 
a destination signaling point in the SS7 network and an 
address of a signal transfer point adjacent to the destination 
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signaling point in response to at least one of accessibility of 
and a preferred route to the destination signaling point 
changing. The at least one layer includes a message transfer 
part (MTP) and a signaling connection control part (SCCP) 
layer and wherein the primary interface is configured to 
provide, in response to changes in status of the SS7 network, 
and SCCP network-status checkpoint message portion, of a 
checkpoint message, checkpointing MTP-pause and MTP- 
resume local to the primary interface in the SS7 network, 
SSA and SSP remote from the primary interface in the SS7 
network, and subsystem in-service and subsystem out-of- 
service requests from an application local to the primary 
interface in the SS7 network. The at least one layer includes 
a signaling connection control part (SCCP) layer and 
wherein the primary interface is configured to provide, in 
response to a communication connection being confirmed or 
released, an SCCP connection checkpoint message portion, 
of a checlq)oint message, including calling and called SCCP 
addresses, connection direction, connection service class, 
source and destination local references^ SLS value, and 
identity of an application local to the primary interface in the 
SS7 network. The at least one layer includes a transaction 
capabilities application part (TCAP) layer and wherein the 
primary interface is configured to provide a TCAP check- 
point message portion, of a checkpoint message, to replicate 
states of open transactions in the backup interface. The 
TCAP checkpoint message portion consists ot, in response 
to a call being initiated, source transaction identity, desti- 
nation transaction identity, transaction state, source address, 
and destination address. 

Implementations of the invention may also include one or 
more of the following features. The TCAP checkpoint 
message portion consists of, after a call has been initiated, 
transaction identity. The primary and backup interfaces are 
disposed in a common computer chassis. The primary and 
backup interfaces are disposed in separate computer chassis. 
The backup is configured to assume processing of commu- 
nications previously being processed by the primary inter- 
face in response to the primary interface changing from 
active to at least imminently inactive status. 

In general, in another aspect, the invention provides a 
signahng system 7 (SS7) processing system for use in an 
SS7 network, the system including a primary interface 
configured to process communications according to at least 
a physical- interface layer, a message transfer part 2 (MTP-2) 
layer and an MTP-3 layer of the SS7 protocol stack, the 
physical-interface layer of the primary interface being 
coupled to first SS7 links for conveying information 
between the primary interface and other portions of the SS7 
network, and a backup interface configured to process 
communications according to the at least the physical- 
interface layer and the MTP-2 layer of the SS7 protocol 
stack, the backup interface being coupled to the primary 
interface to transfer data between the MTP-2 layer of the 
backup interface and the MTP-3 layer of the primary 
interface, the physical-interface layer of the backup interface 
being coupled to second SS7 links for conveying informa- 
tion between the backup interface and other portions of the 
SS7 network, wherein the primary and backup interfaces are 
configured to have the physical-layer interfaces of both the 
primary and backup interifaces concurrently convey infor- 
mation to and from the first and second SS7 links, respec- 
tively. 

Implementation of the invention may include one or more 
of the following features. The primary and backup interfaces 
are configured to process communications according to the 
at least the physical-interface layer, the MTP-2 layer, the 
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MTP-3 layer, an SCCP layer, an ISUP/TUP layer, and a 
TCAP layer of the SS7 protocol stack. The backup interface 
is configured to, while the primary interface is active, 
process information received from the second SS7 links 

5 through the MTP2 layer and convey the processed informa- 
tion to the MTP-3 layer of the primary interface. The 
primary and backup interfaces are configured such that the 
physical layers and MTP2 layers of both interfaces can 
convey information to active upper layers of the other 

JO interface. 

Implementations of the invention may also include one or 
more of the following features. The backup interface 
includes a buffer, the backup interface being configured to 
store information received via the second SS7 links in the 

1$ buffer in response to an interface-communicatioi]s failure 
between the primary and backup interfaces via an interface 
link coupling the primary and backup interfaces. The backup 
interface is configured to provide processor-outage indicia, 
associated with the second SS7 links, to a signaling point in 

20 the SS7 network adjacent to the backup interface in response 
to the interface-communications failure. The backup inter- 
face is configured to stop providing processor-outage 
indicia, associated with the second SS7 links, to the signal- 
ing point in the SS7 network adjacent to the backup interface 

25 in response to the interface-communicatioas failure ceasing. 
The backup interface is configured to switch to a primary 
mode and to stop providing processor-outage indicia, asso- 
ciated with the second SS7 links, to the signaling point in the 
SS7 network adjacent to the backup interface in response to 

30 the primary interface being at least imminently inactive. 
Implementations of the invention may also include one or 
more of the following features. The primary and backup 
interfaces are disposed in a common computer chassis. The 
primary and backup interfaces are disposed in separate 

35 computer chassis. The backup is configured to assume 
processing of communications previously being processed 
by the primary interface in response to the primary interface 
changing from active to at least imminently inactive status. 
In general, in another aspect, the invention provides a 

40 signaling system 7 (SS7) processing system for use in an 
SS7 network, the system including a primary interface 
configured to process communications according to at least 
a physical-interface layer, a message transfer part 2 (MTP-2) 
layer and an MTP-3 layer of the SS7 protocol stack, the 

45 physical-interface layer of the primary interface being 
coupled to finst SS7 links for conveying information 
between the primary interface and other portions of the SS7 
network, the primary interface being configured to provide 
checkpoint messages relating to the communications and the 

50 MTP-3 layer of the SS7 protocol stack, the MTP-3 layer 
having a corresponding MTP-3 set of information associated 
with each communication, the primary interface being con- 
figured to communicate with a first service application, and 
a backup interface configured to process communications 

55 according to the at least the physical-interface layer, the 
MTP-2 layer and the MTP-3 layer of the SS7 protocol stack, 
the backup interface being coupled to the primary interface 
to transfer data between the MTP-2 layer of the backup 
interface an the MTP-3 layer of the primary interface, the 

60 physical -interface layer of the backup interface being 
coupled to second SS7 links for conveying information 
between the backup interface and other portions of the SS7 
network, the backup interface being coupled to the primary 
interface, and configured, to receive the checkpoint mes- 

65 sages from the primary interface, the backup interface being 
configured to communicate with a second service 
application, wherein the primary and backup interfaces are 
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configured to have the physical-layer interfaces of both the FIG. 4 is a functional block diagram of primary and 

primary and backup interfaces concurrently convey infer- backup SS7 interface boards of a service switching point of 

mation to and from the first and second SS7 links, the system shown in FIG 1 

XSor^^^^^^^^^^ , na5isabIockflowd;„ 

process communications that are transferred from being and backup SS7 mterface boards shown m FIG. 4. 

processed by the primary interface to being processed by the ^ is a functional block diagram of primary and 

backup interface and contain less than all information in backup SS7 interface boards, in separate chassis, of a service 

each MTP-3 set of information associated with each of the switching point of the system shown in FIG. 1. 

Z^Zl^lZr""^''''''''^ "^'^ °' DETAILED DESCRIPTION OF PREFERRED 

r 1 . r ' ^ ■ 1 ^ EMBODIMENTS 
Implementations of the mvention may mclude one or 

more of the following features. The primary interface and The invention provides for high-availability of telecom- 
the backup interface are each configured to process com- munications systems. In particular, the invention provides 
munications according to signaling connection control part ^5 lelecommunications systems including redundant signaling 
(SCCP), integrated services digital network user part/ systems interfaces, and redundant signaling system inter- 
telephone user part (ISUP/TUP), and transaction csqiabilities ^a^es for use in telecommunication systems. Redundant 
application part (TCAP) layers of the SS7 protocol stack. signaling system interface boards are provided and linked 
The primary interface is configured to provide checlq)oint together. The redundant boards are both active for portions 
messages relating to the commimications and each of the 20 ^ protocol implemented by the boards and configured for 
SCCP, ISUP/TUP, and TCAP layers of the SS7 protocol other portions of the protocol such that one board is active 
stack, each layer having a corresponding set of information other is a backup. Hie board acting as the backup 
associated with each communication. The checkpoint mes- receives state updates from the active board through the link 
sages contain only information sufficient for the backup between the boards to keep the backup board ready to 
interface to properly process communications, according to 25 Q^^kly transition to being the active board, e.g., if the active 
each layer, that are transferred from being processed by the board fails or is taken off-line for an upgrade, 
primary interface to being processed by the badaip inter- Refeiring to FIG. 1, a signaling network system 10 
face. includes a set 12 of four (here) STPs 14^-144, an SCP 16, 

Implementations of the invention may also include one or two SSPs 18, 20, an IP 22, an SN 24, a data storage device 

more of the following features. The primary and backup 30 26, and telephones 28, 30. The components of the system 10 

interfaces are disposed in a common computer chassis and are connected as shown through bi-directional telecommu- 

the first service application is the second service application. nications links. The STPs 14 are routers and the SCP 16 is 

The primary and backup interfaces are disposed in separate a database holding data used to implement enhanced calling 

computer chassis and the first and second service applica- services such as 800 number calling, calling card validation, 

tions are separate. The backup is configured to assume 35 and local number portability. The SSPs 18, 20, are, e.g., 

processing of communications previously being processed central-oflBce voice switches and the IP 22 and SN 24 are 

by the primary interface in response to the primary interface computing and/or switching platform for implementing 

changing from active to at least imminendy inactive status. enhanced services such as voicemail, prepaid calling cards, 

Various aspects of the invention may provide one or more voice-activated dialing. The system 10 also includes a 

of the following advantages. The invention helps provide 40 gateway 32 connected to the set 12 for connecting to outer 

highly-available network interfaces for telecommunications ^yP^ ^^^^ networks, such as global packet-switched 

systems including switching systems, enhanced services network known as the Internet 34 (as shown) or a wireless 

platforms such as network voicemail systems or debit card network. The set 12 may be part of a Public-Switched 

platforms, and wireless network infrastructure such as Telephone Network (PSTN). 

mobile switching centers and base station controllers. Tele- 45 The SCP 16 and SSI*s are source and destination devices 

communications systems can continue to operate during (SEPs) and are connected to each other indirectly through 

failures within the systems. Telecommunication systems can STPs. SEPs are generally directly connected via links to at 

continue to provide services during live upgrades to the least two STPs or other SEPs, The IP 22 and SN 24 are 

systems (e.g., upgrades to existing, currently-operating shown directly connected to SSPs 18, 20, respectively, 

systems) and during reconfigurations. SEPs can be con- 50 although they may be connected through STPs. The STPs 14 

structed from, and/or provided by, e.g., telecommunications are cross-connected to each other in a redundant fashion, 

equipment/service providers, one or more off-the-shelf which can help improve reliability, 

mass-market computers whUe meeting 99.999% availability Referring to FIG. 2, the SSP 18 includes a host processor 

specifications. End users need not provision spare SS7 links, 36, a device driver 38, and independent redundant SS7 

saving money on unused links and time to change links. 55 network interface boards 40, 42. The host processor 36 

These and other advantages of the invention, along with includes appropriate memory for storing software to imple- 

the invention itself, will be more fully understood after a ment a service application 44, including appropriate appli- 

review of the following figures, detailed description, and cation program interfaces (APIs) 46, and an HMI (Health 

claims. Management Interface) service 48. The service application 

BRIEF DESCRIPTION OF THE FIGURES ^ provides the services of the SSP 18, e.g., voicemail or 800 

., , ^ number services. The HMI service 48 monitors for heartbeat 

HG. 1 IS a block diagram of a telecommunications messages from the board 40 and accepts commands from 

system. service and/or management applications to control the 

RG. 2 is a block diagram of a single-chassis service operation of the board 40 with respect to being primary/ 

switching point of the system shown in HG. 1. 65 backup, active/inactive, etc. The device driver 38 provides 

FIG. 3 is a block diagram of portions of an SS7 network access to the SS7 interface board 40 and hides the low-level 

interface board shown in FIG. 2. hardware details from the applications. Although the boards 
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40, 42 are shown schematically in the SSP 18, redundant event of a failure of one of the SS7 interface boards 40, 42. 

interface boards may instead, or also, be found in any of the The MTP3 layers 72, 74 are configured to initialize their 

network components, STPs 14, SSPs 18, 20, IP 22, SN 24, internal states to default states indicating that aU links are 

gateway 32, and/or SCP 16. active and all destinations are available. 

The interface boards 40, 42 are here shown in a common 5 The ISUP modules 80, 82 are configured to handle call 

computer chassis and are connected by an inter-board com- setup, supervision, and tear-down for circuit-switched calls, 

munication (IBC) link 50. The IBC link 50 may be a local under control of the service applications 44, 45. The ISUP 

area network (LAN) and can allow the exchange of network modules 80, 82 are configured to maintain in memory the 

traflSc and status messages. The boards 40, 42 are configured slate of each call in progress, as well the state of each voice 

to process data as described below and to exchange infor- 10 circuit under its control, that may be either in-service or 

mation with each other through the link 50 and with other blodced (by the exchange at either end of the circuit, or both) 

portions of the system 10 through SS7 links 60, 62. for maintenance purposes. The ISUP layeis 80, 82 are 

Each board 40, 42 contains a processor for executing configured to initialize their internal states to default states 

independent copies of the SS7 protocol stack. Referring to indicating that all links are inactive and that all destinations 

FIG. 3, the interface board 40 includes a processor 52 and 15 are unavailable. 

memory 54. The processor 52 can be a personal computer The SCCP layers 76, 78 are configured to provide both 

central processing unit (CPU) such as a Pentium® III unreliable connectionless and reliable connection-oriented 

processor made by Intel® Corporation. Memory 54 includes data transfer services to the service applications 44, 45. In 

random access memory (RAM) and read-only memory addition to data transfer and connection management, the 

(ROM). The processor 52 and the memory 54 are connected 20 SCCP layers 76, 78 are also configured to track the state of 

by a bus 56. The interface board 40 can store, e.g., in the peer applications at other SEPs oq behalf of the service 

memory 54, software code containing instructions for con- applications 44, 45. The SCCP layers 76, 78 are configured 

trolling the processor 52 to perform functions described to initialize their internal states to default stales indicating 

above and below. Referring to FIG. 4, the boards 40, 42 that all destinations are accessible, all remote subsystems are 

implement the SS7 protocol stack, including physical inter- 25 available, and no connections are active, 

faces 64, 66 to the SS7 links 60, 62, Message Transfer Parts The TCAP layers 84, 86 provide transaction services to 

layer 2 (MTP2) 68, 70, Message Transfer Parts layer 3 the service applications 44, 45. These layers 84, 86 have 

(MTP3) 72, 74, Signal Connection Control Parts (SCCP) 76, memories that include the status of outstanding transactions 

78, IDSN User PartyTelephone User Parts (ISUP/TUP) 80, at any given point in time. The TCAP layers 84, 86 are 

82, and Transaction Capabilities Application Parts (TCAP) 30 configured to initialize their internal slates to default stales 

84, 86. The physical interfaces 64, 66, and the MTP2 layers indicating that no transactions are active. 

68, 70 are referred to as "lower** layers and the other portions Monitoring Modules 

of the SS7 protocol stack as "upper" layers, e.g., with the The MON modules 88, 90 are responsible for monitoring 

physical interfaces 64, 66 "below" the MTP2 layers 68, 70, the status of each of the SS7 layer modules 68, 72, 76, 80, 

and the SCCPs 76, 78 "above" the MTP3 layers 72, 74, etc. 35 and 84, and 70, 74, 78, 82, and 90, respectively. The modules 

The boards 40, 42 also include software monitoring modules 88, 90 are also responsible for monitoring the status of the 

(MON) 88, 90. Operation of the SS7 protocol stack is other SS7 interface board 42, 40, respectively (via the IBC 

governed by various national and international standards. link 50) and periodically reporting their status to the host 

SS7 Protocol Stack Layers processors 36, 37, 

The MTP2 modules 68, 70 implement data link layer 40 Each host computer 36, 37 also contains a monitoring and 

functions — packet sequencing, error detection and control module (HMI service) 91, 93, in addition to the 

correction, and flow control — relating to each signaling link. service application 44, 45. The HMI services 91, 93 monitor 

Information regarding the current status of each signaling the status of each SS7 interface board 40, 42 in the chassis 

link — known as the link state — is local to that signaling link and report any changes in status, such as a failure of a 

and need not be replicated within the SEP 18 (FIG. 2). The 45 software module on the board 40, 42 or a failure of the board 

MTP2 link state includes in-service/out-of-service, aligned/ 40, 42 itself, to the service application 44, 45 and/or a 

not-aligned, and whether a local processor oulage condition separate management system 47. Communication between 

is indicated locally, remotely, both, or neither. the service applications 44, 45 and the HMIs 91, 93 is 

The MTP3 modules 72, 74 are responsible for routing, facilitated by HM APIs (Application Program Interfaces) 92, 

distribution, and management of traffic from/to the SEP 18 SO 94. 

(FIG. 2) through the signaling links 60, 62 terminating on Active-Active and Active-Backup Arrangements 

the SEP 18. This includes load sharing traffic across avail- The redundant boards 40, 42 are configured to both be 

able links 60, 62 as well as rerouting traffic away from failed active for portions of the SS7 protocol and configured such 

links or signaling nodes. To perform their functions in that the board 40 is active and the board 42 is a backup for 

compliance with (he various national and international SS7 55 other portions of the SS7 protocol. Which board is the active 

standards, the MTP3 modules 72, 74 are configured to board and which is the backup board can be designated by 

maintain state information regarding the status of all signal- the service applications 44, 45, or by an independent man- 

ing links terminating at the SEP 18, as well as the status of agpment application. The backup board 42 receives state 

other network nodes with which the MTP3 modules 72, 74 updates from the active board 40 through the link 50 to keep 

are concerned. The MTP3 link state includes information 60 the backup board 42 ready to quickly transitton to being the 

regarding whether the link is disabled, inactive but not active board, e.g., if the active board 40 fails or is taken 

disabled, or active, whether traffic is inhibited (for manage- ofif-line for an upgrade. 

ment reasons) locally, remotely, both, or neither, and At the MTP2 layer 68, 70 and below, the protocol stacks 

whether a local processor outage condition is indicated operate in an active-active arrangement, with live links 

locally, remotely, both, or neither. This state information is 65 carrying active traffic terminated on both boards 40, 42 

replicated across both boards 40, 42 to help ensure that the concurrently. Both the active and backup boards 40, 42 

SEP 18 operates in accordance with those standards in the process information at the lower protocol layers. This helps 
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eliminate switchover lime (interruption of trafiBc while acti- a failure of the primary MTP3 module 72. TFP stands for 

valing backup links) if the active board 40 fails or is TVansfer Prohibited and indicates that the STP cannot be 

otherwise removed from being the active board (e.g., for a used to reach the requested destination SEP. TFR stands for 

live upgrade). In the active-active condition, the backup Transfer Restricted and indicates that the STP should only be 

board 42 processes data though the physical layer 66 and the 5 ^sed to reach the requested destination SEP if no other route 

MTP2 layer 70 and transfers these data to the primary board ^ available. TFA stands for Transfer Allowed and cancels a 

40 for upper-layer processing. P^or 'TFR or TFP. 

At the MTP3 layer 72. 74 and above, the independent , T^^ '^V^ ^^^^^ ^9 transmits checkpoint information to its 
protocol stacks operate in a primary/backup arrangement. backup 82 at certain tr^sitions in the call state as deter- 
Each upper layer exists in both the primary, aaive, board 40 lO "^^'^^^ ^jr'^Tl^i^ 1 the service apphcation 44 and^or 
and inlthe backup board 42. Hie boards 40. 42 are config- '^^Ztn^Z^l^^^^ £if ^''h^' 
uredsuchthat,asISUPcaUs,orSCCPcoane^ions,orTC>S> P.""" P^ovid^^ in response to a ca I becommg answered or 
^ u 'i^.. vwuu,.vii^ua, ui being released. In these cases, the circuit identificaUon code 
trai^actions progress, each of the upper layers 72, 76. 80. 84 (ciC) and new call slate and direction (inbound or 
of the pnmary, active, board 40 updates the memory of the outbound) are transferred to the backup module 82. CaUs 
corresponding layer 74, 78, 82, 86 in the backup board 42 15 that are in transient, or unstable, states may also be 
with the current network and/or service state by sending checkpointed, at the discretion of the service appHcation 44. 
checkpoint messages across the IBC link 50 to the backup in addition, ISUP checkpointing is performed in response 
board 42. The checkpoint messages include MTP-level to a circuit being blocked (or unblocked) for maintenance 
network status, SCCP route and subsystem status, ISUP/ purposes either by local operator action or action at the 
TUP call states, SCCP connection states, and TCAP trans- 20 exchange at the remote end of the circuit. In these cases, the 
action states. Less than all information available can be sent CIC, the new circuit state (blocked, unblocked), and the side 
to the backup board 42. Preferably, only the information initiating the block (local, remote, or both) is checkpointed. 
needed to provide a quick and transparent transfer from the The SCCP module 76 maintain active connection state, 
primary board 40 to the backup board 42, and not all and remote signaling point and subsystem status in the 
information in the primary board 40, is transferred to the 25 backup module 78 through the use of checkpoint messages, 
backup board 42. llie SEP 18 is configured such that upon Preferably, the minimum amount of data necessary is check- 
failure of the primary board 40 (hardware or software), or pointed to allow the backup board 42 to continue operation 
other removal of the primary board 40 from active status, the of the SCCP service in the case of a failure or planned outage 
backup 42 is switched to become the active board. The of the primary. Connections are logical connections of 
backup 42 takes over operation with the current network 30 applications (sessions for data exchange), 
state, preserving active calls, connections, and/or transac- Network status is maintained by SCCP-layer checkpoinl- 
tions. ing of various events. These events include MTP-PAUSE 
Checkpoint Messages and MTP-RESUME from local MTP for which affected 

The checkpoint messages provided by the primary board point code and new status are checkpointed. For Subsystem 

40 to the backup board 42 vary depending upon the layer of 35 Prohibited (SSP) and Subsystem Allowed (SSA) from 

the SS7 protocol slack. Thus, each software module is remote nodes, the affected point code, affected subsystem 

configured to checkpoint information appropriate for its niunber, and new status are checkpointed. For subsystem 

corresponding protocol stack layer. (application) in-service or out-of-service requests from local 

For the MTP3 layer 72, 74, the MTP3 module 72 transfers applications, the local subsystem number and new status are 

checkpoint information to the MTP module 74 in response 40 checkpointed. 

to a change in state of a signaling link. Changes in state Connections are maintained in the backup module 78 by 
include a signaling link coming into or going out of service checkpoint messages in response to a new connection, 
due to operator action, link failure (such as a cable cut) or incoming or outgoing, being confirmed or released. Con- 
recovery, excessive error rate on the link, or action initiated nection checkpoint data includes calling and called SCCP 
by the signaling point (e.g., STP or SEP) at the remote end 45 addresses (point code, subsystem number, and/or global 
of the link. State changes also include a signaling link title), connection direction, connection service class, source 
entering or exiting a processor-outage condition due to and destination local references, signaling link selection 
either local operator action or an action at the remote end of (SLS) value used by the connection to maintain message 
the link. State changes further include a signaling link ordering, and owning application identity (i.e., which ser- 
entering or exiting an inhibited condition due to either local 50 vice application or local node is connected to the session), 
operator action or an action at the remote end of the link, or The TCAP module 84 uses checkpoint messages to rep- 
due to the change in status of another link (e.g., an altema- licate the state of, preferably all, open transactions in the 
tive link fails). In these cases, the checkpoint information backup module 86. In response to the first message initiating 
includes the link number of the link changing states and the a transaction, &om either the service layer 44 or from the 
new link state of the link. 55 SS7 netwoik, the primary TCAP module 84 checkpoints 
The MTP3 module 72 also transfers checkpoint informa- information derived from the first message to the backup 
tion to the MTP module 74 in response to a change in the module 86. This TCAP checkpoint information includes 
accessibility or preferred route to any other signaling point source transaction ID, destination transaction ID, transaction 
in the system 10. The change in the accessibility or preferred state, source address (signaling point code, subsystem 
route can be detected by the receipt of MTP3 network 60 number, and/or global title), and destination address 
management messages, such as TFP/TFR/TFA messages, or (signaling point code, subsystem number, and/or global 
by the change in status of signaling links as described above. title). The transaction IDs are IDs assigned by the transmit- 
In these cases, both the signaling point code (address) of the ting and receiving nodes. In response to subsequent check- 
affected destination and the signaling point code of the points related to the same transaction, such as when the 
adjacent STP that will now be used or avoided is check- 65 U-ansaction has been completed and may be deleted from 
pomted to the backup MTP3 module 74 in order to help memory, preferably only, the transaction identifier and the 
insure correct operation (minimized message loss) in case of new transaction state are checkpointed. 



04/30/2004, EAST Version: 1.4.1 



us 6,6' 

11 

Failure Delectioa 

Heartbeat ("rm alive") messages can be sent to/from the 
MON processes 88, 90 to help detect failures of modules, 
boards, and/or the IBC link 50 (FIG. 2). Each module on the 
SS7 interface boards 40, 42 sends periodic heartbeat ("I'm 
alive") messages to the MON process 88, 90 on its local 
board. A threshold amount of time passes without a heartbeat 
message being received indicates a failure. The use of 
heartbeat messages allows for the detection of software 
errors such as illegal instruction or memory references as 
well as errors such as tight loops which are not typically 
detected by traditional operating systems. The MON pro- 
cesses 88, 90 also send periodic heartbeat messages to the 
HMI service modules 91, 93 of the respective host proces- 
sors 36, 37. Each board 40, 42 also monitors the status of the 
IBC link 50 (FIG. 2) by periodically exchanging heartbeat 
messages with its mate board. 
Operation 

Referring to FIG. 5, with further reference to FIGS. 1 and 
4, a process 100 of operating the boards 40, 42 includes 
stages for normal operation and for recovering in case of 
failure or other removal of the primary board 40 from 
normal operation and restoration of the primary board 40. At 
stage 102, the boards 40, 42 operate normally, transmitting, 
receiving, and processing data. In this stage, the boards 40, 
42 checkpoint appropriate information according to each 
module 72, 74, 76, 78, 80, 82, 84, 86. The modules 72, 74, 
76, 78, 80, 82, 84, 86 also transmit heartbeat messages to the 
MON modules 88, 90. The MON modules 88, 90 transmit 
heartbeat messages to the HMIs 91, 93. This continues 
unless and until a board becomes, or will imminently 
become, inactive, e.g., as one or more of stages 104, 106, 
108, 110 occur. A board 40, 42 is inactive if it is not 
processing information in at least some, and preferably all, 
upper layers of the SS7 protocol stack even if the board 40, 
42 is not incapable of processing information in these layers. 
An active board 40, 42 processes information in each of its 
configured layers. 

At stage 110, the MON process 88, 90, that each monitor 
the status of the IBC link 50 by periodically exchanging 
heartbeat messages with its mate board, detects a lack of a 
heartbeat message from its associated MON module 90, 88, 
If the IBC link 50 fails, any received messages not yet 
transmitted to the MTP3 module 72 on the primary board 40 
are buffered, and the MTP2 links 62 terminated on the 
backup board 42 are placed into a local processor outage 
(LPO) condition, continuously transmitting processor out- 
age status messages to the adjacent signaling point. This 
forces the SS7 network to route messages destined for those 
links 62 to alternate paths, guarding against the loss of 
messages and disruption of the service while the IBC link 50 
is unavailable. It also keeps the links 62 in an active state for 
quick (preferably immediate) restoration of traffic (without 
link realignment) once the IBC link 50 is restored. 

At stage 114, it is determined whether the IBC link failure 
is temporary. If the IBC link failure is temporary and comes 
back into service within a prescribed time period, at stage 
116 buffered messages are delivered to the primary MTP3 
module 72 for processing, links 62 terminated on the 
backup board 42 are restored, preferably immediately, to 
service by removing the LPO condition. 

If the IBC link failtire is not temporary, the process 100 
proceeds to determine a cause for the IBC link failure. If the 
IBC link failure is due to imminent or current removal of the 
primary board 40 from active status, or a failure of the 
primary board 40 itself, this is detected in stages 104, 106, 
108. 



78,369 B2 

12 

At stage 104, either the primary board 40 or the backup 
board 42 is removed from active status. An indication that 
this will soon occur or is occurring is conveyed to the service 
application 45, 44 of the other board 42, 40, respectively, (or 

5 to the controlling system 47). In response to this indication, 
recovery action is taken at stage 112 discussed below. 

At stage 106, a MON module 88, 90 detects a lack of a 
heartbeat message from one or more of its associated 
modules 72, 74, 76, 78, 80, 82, 84, 86. If the MON process 

10 88, 90 detects that no heartbeat message has been received 
from an SS7 module 72, 74, 76, 78, 80, 82, 84, 86 for a 
prescribed period of time, the module is declared dead and 
the service application 44, 45, and/or separate system man- 
agement application 47 is notified and may take recovery 

15 action at stage 112. Recovery action may or may not be 
taken based, e.g., on whether the detected lack of a heartbeat 
message is indicative of a situation that is tolerable, such that 
the corresponding board 40, 42 may continue operating as is. 
At stage 108, an HMI 91, 93 detects a lack of a heartbeat 

20 message from its associated MON module 88, 90. The 
absence of heartbeat messages for a prescribed period of 
time is interpreted as a failure of the MON process 88, 90 or 
of the board 40, 42 itself, and is reported to the service 
application 44, 45 and/or system management application 

25 47, The notified application, 44, 45, 47 may take appropriate 
action at stage 112, 

At stage 112, recovery action is taken as appropriate. If 
the primary board 40 failed, recovery action typically 
involves switching the backup board 42 into primary mode 

30 to continue service operation, while re-initializing the soft- 
ware modules 68, 72, 76, 80, 84, 88 on the failed board 40. 
The lower layers 64, 68 of the previously-active board 40 
can convey information between the links 60 and the MTP3 
layer 74 of the now-primary board 42. If the links 62 of the 

35 backup board 42 had been placed in the LPO condition and 
traffic buffered on the board 42, the signaling links 62 are 
immediately removed from their LPO state and traffic is 
resumed through the new primary board 42 first with any 
traffic buffered before the IBC link failure and then with 

40 newly-received traffic. 

At stage 114, for the board 40 that has been restored to 
service as the new backup, for example due to a software 
failure and reload or due to a software upgrade of the board 
40, each of the new backup board's SS7 modules' 

45 in-memory representation of network/call/connection/ 
transaction state are updated via the IBC link 50 to mirror 
the sate of the new primary board 42. Each of the SS7 layers 
does this independently by initializing its internal states to 
each layer's corresponding pre-determined default states, 

50 and independently requesting its new primary module 74, 
78, 82, 86 to reproduce checlqx)int messages to bring its 
backup layer's state up to date. This latter operation is done 
using the same checkpoint messages that would occur 
during normal processing. Since this checkpointing may 

55 require thousands of messages, the update checkpoints are 
delivered on a timed basis, intermixed with normal check- 
point messages caused by ongoing traf&c. If the backup 
board 42 is the board taken out of service due to failure or 
otherwise, then the board 42 is brought back to backup 

60 operation by re-initializing the board 42 and checkpointing 
information from the primary 40 to the backup 42. 

Other embodiments are within the scope and spirit of the 
appended claims. For example, due to the nature of software, 
functions described above can be implemented using 

65 software, hardware, firmware, hardwiring, or combinations 
of any of these. Features implementing functions may also 
be physically located at various positions, including being 
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distributed such that portions of functioas are implemented 
at different physical locations. The boards may reside in a 
single computer chassis (FIG. 2) or in separate computer 
chassis as shown in FIG. 6. The service applications 44, 45 
may be implemented as a single application, especially if the 
boards reside in a single computer chassis. Although only 
one gateway is shown in FIG. 1, more gateways may be 
provided and connected to other types of networks. 
What is claimed is: 

1. A signaling system 7 (SS7) processing system for use 
in a SS7 networic, the system comprising: 

a primary interface configured to process communications 
according to at least one layer of the SS7 protocol 
stack, the primary interface being configiured to provide 
checkpoint messages relating to the communications 
and the at least one layer of the SS7 protocol stack, each 
layer of the at least one layer of the SS7 protocol stack 
having a corresponding set of information associated 
with each communication; and 

a backup inter&ce configured to process communications 
according to the at least one layer of the SS7 protocol 
stack, the backup interface being coupled to the pri- 
mary interface, and configured, to receive the check- 
point messages from the primary interface; 

wherein the checkpoint messages contain suflBdent infor- 
mation for the backup interface to properly process 
communications that are transferred fi^om being pro- 
cessed by the primary interface to being processed by 
the backup interface and contain less than all informa- 
tion in each set of information associated with each of 
the communications corresponding to the at least one 
layer of the SS7 protocol stack. 

2. The system of claim 1 wherein the primary interface 
and the backup interface are each configured to process 
communications according to at least two layers of the SS7 
protocol stack. 

3. The system of claim 2 wherein the primary interface 
and the backup interface are each configured to process 
communications according to message transfer part 3 (MTP- 
3), signal connection control part (SCCP), integrated ser- 
vices digital network user part/telephone user part (ISUP/ 
TUP), and transaction capabilities application part (TCAP) 
layers of the SS7 protocol stack. 

4. The system of claim 3 wherein the backup interface is 
configured to initialize the MTP-3, SCCP, ISUP/TUP, and 
TCAP layers to default conditions. 

5. The system of claim 4 wherein the backup interface is 
configured to request update checkpoint messages from the 
primary interface to alter the MTP-3, SCCP, ISUP/TUP, and 
TCAP layers of the backup interface from the default 
conditions. 

6. The system of claim 5 wherein the backup interface is 
configured such that the MTP-3, SCCP, ISUP/TUP, and 
TCAP layers of the backup interface independently request 
the update checkpoint messages from corresponding layers 
of the primary interface. 

7. The system of claim 5 wherein the backup interface is 
configured to request the update checlq)oint messages in 
response to the backup interface being restored to service. 

S. The system of claim 5 wherein the primary interface is 
configured to provide the update checkpoint messages inter- 
mixed with normal-operation checkpoint messages. 

9. The system of claim 1 wherein the checkpoint mes- 
sages contain only information sufficient for the backup 
interface to properly process commimications that ore trans- 
ferred from being processed by the primary interface to 
being processed by the backup interface. 
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10. The system of claim 9 wherein the at least one layer 
includes a message transfer part (MTP-3) layer and wherein 
the primary interface is configured to provide a first MTP-3 
checkpoint message portion, of a checkpoint message, con- 

5 sisting of a link number and a new link state associated with 
a signaling link over which the associated communication is 
transferred in response to the signaling link changing states, 
and wherein the primary interface is configured to provide a 
second MTP-3 checkpoint message portion, of a checkpoint 

10 message, consisting of an address of a destination signaling 
portion in the SS7 network and an address of a signal 
transfer point adjacent to the destination signaling point in 
response to at least one of accessibility of and a preferred 
route to the destination signaling point changing. 

15 11. The system of claim 9 wherein the at least one layer 
includes a message transfer part (MTP) and a signaling 
connection control part (SCCP) layer and wherein the pri- 
mary interface is configured to provide, in response to 
changes in status of the SS7 network, an SCCP network- 

20 status checkpoint message portion, of a checkpoint message, 
checkpointing MTP-pause and MTP-resume local to the 
primary interface in the SS7 network, SSA and SSP remote 
from the primary interface in the SS7 network, and sub- 
system in-service and subsystem out-of-service requests 

25 from an application local to the primary interface in the SS7 
network. 

12. The system of claim 9 wherein the at least one layer 
includes a signaling connection control part (SCCP) layer 
and wherein the primary interface is configured to provide, 

30 in response to a communication cormection being confirmed 
or released, an SCCP connection checkpoint message 
portion, of a checkpoint message, including calling and 
called SCCP addresses, connection direction, connection 
service class, source and destination local references, SLS 

35 value, and identity of an application local to the primary 
interface in the SS7 network. 

13. The system of claim 9 wherein the at least one layer 
includes a transaction capabilities application part (TCAP) 
layer and wherein the primary interface is configured to 

40 provide a TCAP checkpoint message portion, of a check- 
point message, to replicate states of open transactions in the 
backup interface. 

14. The system of claim 13 wherein the TCAP checkpoint 
message portion consists of, in response to a call being 

45 initiated, source transaction identity, destination transaction 
identity, transaction state, source address, and destination 
address. 

15. The system of claim 13 wherein the TCAP checkpoint 
message portion consists of, after a call has been initiated, 

50 transaction identity. 

16. The system of claim 1 wherein the primary and 
backup interfaces are disposed in a common computer 
chassis. 

17. The system of claim 1 wherein the primary and 
55 backup interfaces are disposed in separate computer chassis. 

18. The system of claim 1 wherein the backup is config- 
ured to assume processing of communications previously 
being processed by the primary interface in response to the 
primary interface changing from active to at least immi- 

60 neatly inactive status. 

19. A signaling system 7 (SS7) processing system for use 
in an SS7 network, the system comprising: 

a primary interface configured to process communications 
according to at least a physical-interface layer, a mes- 
65 sage transfer part 2 (MTP-2) layer and an MTP-3 layer 
of the SS7 protocol stack, the physical -interface layer 
of the primary interface being coupled to first SS7 links 
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for conveying information between the primary inter- 
face and other portions of the SS7 network; and 

a backup interface configured to process communications 
according to the at least the physical-interface layer and 
the MTP-2 layer of the SS7 protocol stack, the backup 
interface being coupled to the primary interface to 
transfer data between the MTP-2 layer of the backup 
interface and the MTP-3 layer of the primary interface, 
the physical-interface layer of the backup interface 
being coupled to second SS7 links for conveying 
information between the backup interface and other 
portions of the SS7 network; 

wherein the primary and backup interfaces are configured 
to have the physical-layer interfaces of both the pri- 
mary and backup interfaces concurrently convey infor- 
mation to and from the first and second SS7 links, 
respectively. 

20. The system of claim 19 wherein the primary and 
backup interfaces are configured to process communications 
according to the at least the physical-interface layer, the 
MTP-2 layer, the MTP-3 layer, and SCCP layer, an ISUP/ 
TUP layer, and a TCAP layer of the SS7 protocol stack. 

21. The system of claim 20 wherein the backup interface 
is configured to, while the primary interface is active, 
process information received from the second SS7 links 
through the MTP2 layer and convey tbe processed informa- 
tion to the MTP-3 layer of the primary interface. 

22. The system of claim 19 wherein the primary and 
backup interfaces are configured such that the physical 
layers and MTP2 layers of both interfaces can convey 
information to active upper layers of the other interface. 

23. The system of claim 19 wherein the backup interface 
includes a buffer, the backup interface being configured to 
store the information received via the second SS7 links in 
the buffer in response to an interface -communications fail- 
ure between the primary and backup interfaces via an 
interface link coupling the primary and backup interfaces. 

24. The system of claim 23 wherein the backup interface 
is configured to provide processor-outage indicia, associated 
with the second SS7 links, to a signaling point in the SS7 
network adjacent to the backup interface in response to the 
interface-communications failure. 

25. The system of claim 24 wherein the backup interface 
is configured to stop providing processor-outage indicia, 
associated with the second SS7 links, to the signaling point 
in the SS7 network adjacent to the backup interface in 
response to the interface-communications failure ceasing. 

26. The system of claim 24 wherein the backup interface 
is configured to switch to a primary mode and to stop 
providing processor-outage indicia, associated with the sec- 
ond SS7 links, to the signaling point in the SS7 network 
adjacent to the backup interface in response to the primary 
interface being at least imminently inactive. 

27. The system of claim 19 wherein the primary and 
backup interfaces are disposed in a common computer 
chassis. 

28. The system of claim 19 wherein the primary and 
backup interfaces are disposed in separate computer chassis. 

29. The system of claim 19 wherein the backup is 
configured to assume processing of communications previ- 
ously being processed by the primary interface in response 
to the primary interface changing from active to at least 
imminently inactive status. 

30. A signaling system 7 (SS7) processing system for use 
in an SS7 network, the system comprising: 

a primary interface configured to process communications 
according to at least a physical-interface layer, a mes- 
sage transfer part 2 (MTP-2) layer and an MTP-3 layer 
of the SS7 protocol stack, the physical-interface layer 
of the primary interface being coupled to first SS7 links 
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for conveying information between the primary inter- 
face and other portions of the SS7 network, the primary 
interface being configured to provide checkpoint mes- 
sages relating to the communications and the MTP-3 
5 layer of tbe SS7 protocol stack, the MTP-3 layer having 
a correspondipg MTP-3 set of information associated 
with each communication, the primary interface being 
configured to conmiunicate with a first service appli- 
cation; and 

10 a backup interface configured to process communications 
according to the at least the physical-interface layer, the 
MTP-2 layer and the MTP-3 layer of the SS7 protocol 
stack, the backup interface being coupled to the pri- 
mary interface to transfer data between the MTP-2 

15 layer of the backup interface and the MTP-3 layer of 
the primary interface, the physical-interface layer of the 
backup interface being coupled to second SS7 links for 
conveying information between the backup interface 
and other portions of the SS7 network, the backup 

20 interface being coupled to the primary interface, and 
configured, to receive the checkpoint messages from 
the primary interface, the backup interface being con- 
figured to communicate with a second service applica- 
tion; 

25 wherein the primary and backup interfaces are configured 
to have the physical-layer interfaces of both the pri- 
mary and backup interfaces concurrently convey infor- 
mation to and from the first and second SS7 links, 
respectively; and 

30 wherein the checkpoint messages contain sufiScient infor- 
mation for the backup interface to properly process 
communications that are U-ansferred from being pro- 
cessed by the primary interface to being processed by 
the backup interface and contain less than all informa- 

3^ tion in each MTP-3 set of information associated with 
each of the communications corresponding to the 
MTP-3 layer of the SS7 protocol stack. 

31. The system of claim 30 wherein the primary interface 
and the backup interface are each configured to process 
communications according to signaling connection control 

^ part (SCCP), integrated services digital network user part/ 
telephone user part (ISUP/TUP), and transaction capabilities 
application part (TCAP) layers of the SS7 protocol stack. 

32. The system of claim 31 wherein the primary interface 
is configured to provide checkpoint messages relating to the 

45 communications and each of the SCCP, ISUP/TUP, and 
TCAP layers of tbe SS7 protocol stack, each layer having a 
corresponding set of information associated with each com- 
munication. 

33. The system of claim 32 wherein the checkpoint 
50 messages contain only information suf&cient for the backup 

interface to properly process communications, according to 
each layer, that are transferred from being processed by the 
primary interface to being processed by the backup inter- 
face. 

34. The system of claim 30 wherein the primary and 
backup interfaces are disposed in a common computer 
chassis and the first service application is the second service 
appUcation. 

35. The system of claim 30 wherein the primary and 
backup interfaces are disposed in separate computer chassis 
and the first and second service appfications are separate. 

36. The system of claim 30 wherein the backup is 
configured to assume processing of communications previ- 
ously being processed by the primary interface in response 
to the primary interface changing from active to at least 

65 imminently inactive status. 

♦ f ♦ ♦ ♦ 
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